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Abstract 

Fraud is a global issue overwhelming all aspects of human economic and business activities 

as it poses potential threat of financial losses. Many detection and prevention mechanisms, 

such as internal control systems, operational audits, codes of conduct and forensic accounting 

have been applied in organizations aiming to effectively mitigate internal fraud activities. 

However, fraud is still occurring. This study is therefore aimed to develop a multidimensional 

theoretical model which explains factors (categorized under attitude, subjective norms and 

perceived behavioral controls) that influence Levers of Controls (LOC); how level of LOC 

could influence fraud prevention framework as well as whether LOC could mediate the 

relationship between planned behavioral variables and effective fraud prevention framework. 

Concerning more on the adoption and post-adoption stages regarding drivers of LOC, this 

study constructs a model in attempt to close the knowledge gaps found in prior studies. From 

literature review, theories relating with fraud prevention and behavioral controls were 

examined to identify knowledge gaps within previous measurements of effective fraud 

prevention framework. A multidimensional Fraud Prevention (FP) model is then developed 

by innovating the Theory of Planned Behavior (TPB). 

Keywords: Fraud, Fraud prevention, Fraud prevention model, Theory of planned behavior 

1. Introduction 

Nowadays, everyone is concerned with fraud due to the massive losses driven by scandals 

discovered from corporate financial accounting (e.g., Tyco, WorldCom, and Enron), which 

had wiped out billions of dollars. From a study by Pricewaterhouse Coopers (2018), 49 per 

cent of respondents for the Global Economic Crime and Fraud Survey mentioned that their 

companies had became victims of fraud or economic crime. This trend showed an increment 

of 36 per cent in 2016, 37 per cent in 2014, 34 per cent in 2011, and 30 per cent in 2009. 

Results from this survey also showed that the rate of economic crime has increased across all 

territories, where Africa increased at 62 per cent in 2018 as compared to 57 per cent in 2016, 

the Asia Pacific increased at 46 per cent in 2018 as compared to only 30 per cent in 2016, 

Eastern Europe increased at 47 per cent in 2018 as compared to 33 per cent in 2016, Latin 

America increased at 53 per cent in 2018 as compared to 28 per cent in 2016, the Middle East 

increased at 35 per cent in 2018 as compared to 25 per cent in 2016, North America increased 

at 64 per cent in 2018 as compared to 37 per cent in 2016, and Western Europe increased at 

45 per cent in 2018 compared to just 40 per cent in 2016. 

Similarly, the Association of Certified Fraud Examiners (ACFE, 2018) concluded that 

Southeast Asia was also facing similar risk of fraud as other organisations across the globe. It 

was reported that there is an increase in percentage of crime in the region for the year 2018, 

where 46 per cent were victims of fraud or economic crime as compared to only 36 per cent 
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in 2016 and 37 per cent in 2014. This reflects a slightly better position for the region as 

compared to the global average (49%). This finding also represents a significant jump from 

prior years (26% in 2016 and 28% in 2014). Evidence presented here supports the argument 

that many employers are secretly investigating and resolving internal fraud to minimize their 

risks and not exposing them to the public, minimizing adverse publicity exposure while at the 

same time fearing damage to public trust. This leads to the disclosure of Southeast Asia being 

reported as having an increase of crime rate at 46 per cent from being victims of fraud or 

economic crime in 2018. As a result, ACFE (2018) concluded that Southeast Asian crime may 

be caused by (1) 46 per cent experiencing fraud and economic crime, going up from 26 per 

cent in 2016, (2) 66 per cent of fraud and economic crime being committed by internal 

members of staff, (3) 12 per cent not performing any kind of economic crime-related risk 

assessment, (4) only 21 per cent implementing mechanisms to detect and report cybercrime, 

which is lower than the global average of 31 per cent, (5) 10 per cent leveraging on Artificial 

Intelligence or Advanced Analytics to counter fraud, where 77 per cent reported that they 

either don‟t know of any plans or have no plans to use Artificial Intelligence or Advanced 

Analytics, (6) 39 per cent experiencing business conduct or misconduct and 27 per cent 

experiencing procurement fraud, (7) 34% performing cyber-attack vulnerability risk 

assessment, where 39 per cent reported that they either do not know whether they have a 

Cyber Security program or they definitely do not have one, (8) 43 per cent of fraud being 

proactively detected through corporate controls and 32 per cent of fraud being reactively 

detected through corporate culture. The real statistics are painting a far darker picture. 

In Malaysia, fraud is increasing and continues to be a problem (Aghlageh, Mohamed, & 

Rahmat, 2016). Economic crime remains a fact of life for businesses in all industries. 

Pricewaterhouse Coopers (2018) claimed that organizations in Malaysia experience fraud and 

crime at a rate of 41 per cent, which is slightly lower than the rates in South East Asia (46%) 

or globally (49%). Pricewaterhouse Coopers (2018) also reported that 22 per cent of 

respondents who experienced fraud or economic crime in Malaysia in 2018 had reported 

financial losses from USD1 million and higher. This is slightly higher than the wider 

Southeast Asian region (15%) and global view (18%). Locally, this shows significant increase 

from 13 per cent in 2016. Clearly, the scale and impact of fraud have grown significantly in 

line with technological advancements. 

In many organizations, fraud poses great obstacle to challenging business environment, 

giving impact to various areas of financial performance. It had been found that Malaysian 

corporations are facing similar risk of fraud as other organizations worldwide. This is with 

reference to previous studies which reported that many local companies such as Tat Sang 

Berhad, Transmile Group Berhad, and Megan Media Holdings Berhad were facing significant 

losses due to fraud (Mat Norwani, Mohamad, & Tamby Chek, 2011). Besides that, a survey 

by KPMG (2004) found that 62 per cent of respondents felt that fraud poses big problem to 

Malaysian businesses, while another 83 per cent of respondents admitted having experienced 

fraud occurrences in their organizations. Occurrence of fraud is expected to lead towards an 

increment of economic crimes. It is expected to continually contribute towards the increasing 

rate of losses in business entities. This information can be used to develop fraud prevention 
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frameworks to overcome fraud occurrences by giving suggestions to regulators as part of 

their effort to increase their investment in fraud control and reduce fraud occurrences (Tuan 

Mat et al., 2013). 

The government sector is not excluded from experiencing impact of losses due to fraud 

(Ghazali, Rahim, Ali & Abidin, 2014). Fraud occurrences in the public sector have always 

been and will continue to be a thorn inside any government in the world. According to the 

Malaysian Anti-Corruption Commission in 2011, it was reported that 35 per cent of arrested 

fraudsters were working in the public sector. These statistics present a 5 per cent increment of 

offenders as compared to the previous year, which was 2010.  

A study by Mat Norwani, Mohamad, and Tamby Chek, (2011) indicated that few 

organizations have been suspected to commit public sector fraud and had caused big losses, 

such as the cases of Port Klang Free Zone (PKFZ), Perwaja Steel Sdn. Bhd. and Malaysia 

Airline Systems (MAS). Because of fraud, citizens may lose their trust in their government's 

leadership and capability to manage the country. This was highly concerned as the public as 

citizens had paid various taxes, such as personal taxes, in exchange to get the best services 

from government-related agencies (Zigenfuss, 1996). Pricewaterhouse Coopers (2011) 

mentioned that many organizations experienced collateral damage from significant impacts 

placed on employee morale, business relation, reputation as well as its public relations with 

revelations of fraud occurrences in the organizations. 

2. Problem Statement 

The rising numbers of cases involving financial statement fraud have received considerable 

attention following the collapse of several prominent firms in Malaysia (Malaysian Institute 

of Accountants, 2012). According to PWC report, in the two years since 2018 report, it have 

seen an increasing focus by Malaysian organizations in dealing with fraud and corruption. 

However, this year‟s report (2020) showed that the incidence of fraud and corruptions in 

Malaysia remains high with almost half of the survey respondents were victimized (PWC, 

2020). The Malaysia Computer Emergency Response Team (MyCERT), under Cyber 

Security Malaysia (CSM) revealed that since 2008, cyber fraud made the highest number of 

incidents reported every year as compared to other cybercrimes, indicating that the level of 

awareness of this issue among internet users in the country is still low (Bernama, 2019). A 

total of 3,127 cases of cyber fraud were reported to MyCERT between January and July this 

year. Cyber fraud cases also topped the list last year, with 5,123 incidents reported, aside 

from 1,805 intrusions and 1,700 reports of malicious codes. The issue of “misconduct” had 

increased public scrutiny, which led to a decrease of public confidence towards employees in 

the public sector (Ahmad Sarji & Mahmud, 1993). Public scrutiny has prompted a need to 

have effective fraud prevention framework due to acts of asset misappropriation by 

employees in the public sector (Dickey & Nikias, 2008). Independent Commission against 

Corruption (2002) had listed some examples of behavior that lead to dishonest actions from 

employees in Malaysian Local Authorities; such as sending children to school using council 

vehicles or utilizing other assets such as computers, printers and internet connection for their 

personal use. 
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Recently, the Malaysian Anti-Corruption Commission (MACC, 2019) reported that the total 

number of perpetrators arrested during that year was 1101, where the public official is 525 and 

civilian 576. However, in 2018, MACC (2019) reported that the total arrest was 894, with 418 

public officials and 476 civilians. It shows an increasing trend from 2018 to 2019. Further, 

KPMG (2008) disclosed that 56 per cent out of a population of serious misconducts occurring 

in the government and public sector came from Local Authorities. According to Ahmad Sarji 

(1991), this prevalence is observable from cases of widespread public disclosures in concerns 

of questionable, negative, and illegal acts of public officials. This situation can also be 

observed by the increasing number of complaints received by the Public Complaints Bureau. 

There are 4059 complaints in 2008 as compared to 2941 complaints in 2007, and until 

September 2009, there had been 9709 recorded complaints (Public Complaints Bureau, 

2009). 

Based on previous literature, fraud prevention frameworks have been introduced by various 

parties such as KPMG, Ernst & Young and others. However, the proposed fraud prevention 

framework is still not solving fraud from happening. Klynveld Peat Marwick Goerdele 

(KPMG) Malaysia conducted their own fraud survey and perceived that the trends of fraud 

are likely to be an on-going phenomenon from 2002 until 2004. KPMG survey in 2002 

mentioned that 33 per cent of the studied companies have experienced fraud, experiencing 

losses up to RM 1 million. Incidences of fraud had also increased in 2004 as compared to 

2002, being reported by another study by KPMG survey in 2004. KPMG survey (2004) 

showed that 83 per cent of respondents admitted to have had experience on fraud occurrence 

in their organizations. KPMG survey in 2004 showed that there has been a 33 per cent 

increment of fraud occurring in organizations as compared to the survey in the previous year. 

The survey had also found that secret commissions or kickbacks; hit and kiting; and false 

invoices were the three most common types of fraud faced by businesses in Malaysia (KPMG, 

2004). Moreover, based on the findings of the Royal Commission of Enquiry, 

mismanagement of assets by Malaysian Local Authorities was caused by the lack of funding 

to these authorities, which leads to monetary fraud.  

Moreover, from the preliminary investigation, it was found that Malaysian Local Authorities 

did not have a standardized fraud prevention framework, indicating each of the Local 

Authorities would present their report differently. Lack of standardization may hinder 

effective report review and pose several issues such as missing of specific information, as 

well as misinterpretation of terms while making comparisons or variances. Moreover, Local 

Authorities, such as district local authorities, face difficulties in implementing fraud 

prevention mechanisms due to shortage of knowledgeable workforce, lack of capital to hire 

complete team of internal audit, unstandardized guidelines and others. 

Problem arising from literature review is with regards to the need in considering determinants 

of effectiveness fraud prevention. As such, determinants are selected by considering 

employee behavior which are adaptable using the Theory of Planned Behavior. Employee 

behavior can be described as a natural behavior to make wise decision based on good 

consequences without harming others. Although there are various factors in triggering 

dysfunctional acts in performance measurement and control system, there are limited studies 
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that have been linked to the ethical aspects (Adnan, Muhammad Jamil & Mohd Nor, 2012). 

Generally, ethical aspects of dysfunctional acts may well be viewed as an ethical issue, as it 

involves a predicament with moral component and volitions from the part of the decision 

maker to estimate its consequences for others (Douglas & Wier, 2000). Theory of Planned 

Behaviour includes organization culture, employee integrity, employee intrinsic motivation, 

idealism-ethical ideology, organizational commitment and organization efficacy. Therefore, 

an understanding of issues and possible positive impacts on the effectiveness of fraud 

prevention framework using Theory of Planned Behaviour variables in Malaysian Local 

Authorities are crucial. In particular, the current study assesses on whether the inclusion of 

planned behavior variables in a theoretical model would provide or not a greater insight into 

what influences the head of department of Local Authorities (in doing what) with regard to 

the effectiveness of fraud prevention framework. 

3. Literature Review 

3.1 Fraud Definition 

Oxford English Dictionary (2019) uses the term fraud to refer to wrongful or criminal 

deception intended to result in financial or personal gain. Meanwhile, Merriam Webster 

Dictionary (2019) refers fraud as a trick which is a crafty procedure or practice meant to 

deceive or defraud. Secondly, it refers to a trick which is a quick or artful way of getting a 

result. According to a definition provided by Wells (2005), fraud is an offense that ranges 

from asset misappropriation such as false overtime, use of company property for personal 

gain, salaries and sick time abuses, corruption and fraudulent statements including pilferage 

and petty theft. On the other hand, the Association of Certified Fraud Examiners (ACFE, 

2012) defined fraud as an occupational fraud as the work of someone for personal enrichment 

through the deliberate misuse or abuse of resources or assets from an organization. In 

particular, misappropriation of assets is also the most common type of occupational fraud 

(ACFE, 2008). Accordingly, Sadique, Roudaki, Clark, & Alias (2010) specified that fraud 

indicates misstatements arising from fraudulent financial reporting and misappropriation of 

assets. Although there are various definitions to the term fraud, the current study employs the 

definition of fraud as any intentional false representation, including failure to declare 

information or abuse of position that is carried out to make a gain, cause loss or expose 

another to the risk of loss. Therefore, for the current study, the term of fraud refers to a 

wrongful or criminal deception intended to result in financial or personal gain. 

3.2 Fraud Prevention 

Oxford English Dictionary (2019) uses the term fraud to refer to a wrongful or criminal 

deception intended to result in financial or personal gain. Oxford English Dictionary (2019) 

construed the term prevention as the action of stopping something from happening or arising. 

In cases of deliberate acts of fraud, preventative controls is aimed to reduce opportunity and 

remove temptation from potential offenders. Prevention techniques include the introduction 

of policies, procedures, and controls, as well as activities such as training and fraud 

awareness to stop fraud from occurring. It is profitable to prevent losses, as fraud prevention 

activities can help ensure the stability and continued existence of a business. However, based 
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on recent surveys, many organizations do not have formal approach on fraud prevention. 

Once a fraud has occurred, the likelihood of recovering stolen funds from the perpetrator or 

through insurance is often relatively low. According to a survey by KPMG (2007), only 16 

per cent of organizations which experienced fraud were able to recover their losses. Others 

struggled to recover their stolen assets, but the process is often difficult and lengthy. At least 

half of the organizations were unable to recover any assets at all. As such, it is preferable 

have efforts to prevent losses from occurring in the first place. The adage „prevention is better 

than cure‟ certainly applies to fraud. It is worth to bear in mind that although fraud prevention 

techniques are worth investing in, they will not be able to provide 100 per cent protection to 

the business. It is difficult, if not impossible, to remove all opportunities of fraud. Therefore, 

for the current study, the term fraud prevention is used to describe a situation of “activities or 

procedures that are intended to secure the organization and its processes against fraud”. 

3.3 Fraud Prevention Framework 

Fraud prevention framework is a framework or guideline which provides systematic 

procedure for the prevention of fraud, reporting of any fraud that is detected or suspected, as 

well as fair dealing of matters pertaining to fraud (Rorwana, Tengeh, & Musikavanhu, 2015). 

Fraud prevention framework is also known as fraud policy, and it is an effective tool for 

preventing fraud (Taylor, 2011; Singleton & Singleton, 2010). Fraud prevention framework 

ensures and provides guideline (1) to ensure that management is aware of its responsibilities 

for prevention of fraud, (2) to establish procedures for preventing fraud and/or detecting fraud 

when it occurs, (3) to provide clear guidance to employees and others dealing with 

organizations to forbid them from being involved in any fraudulent activity, where actions are 

to be taken if there is any fraudulent activity, (4) to conduct investigations into fraudulent 

activities, and (5) to provide assurances that any and all suspected fraudulent activity will be 

fully investigated. Examples of fraud prevention frameworks can be referred to Hepburn 

Shire Council (2014) and Victorian Auditor General Report (2012). As such, for the current 

study, the term fraud prevention framework is referred to as a guideline in providing a 

systematic procedure for the prevention of fraud, reporting of any fraud that is detected or 

suspected, also on fair dealings of matters pertaining to fraud. 

3.4 Theory of Planned Behavior 

In 1967, the Theory of Reasoned Action was first introduced by Ajzen and Fishbein (1980). 

Theory of Reasoned Action acted as an attempt to understand the relationship between 

attitude and behavior. This theory explains the relationship between faith, belief, behavior, 

and attitude. Theory of Reasoned Action states that the most appropriate determinant for 

behavior is behavioral intention. Attitude towards performing the behavior and subjective 

norms is further related to the behavior of determinants‟ intentions. The attitude of behavior 

can be described as a person's beliefs about the outcome or properties to perform certain 

behaviors (i.e. behavioral beliefs), weighted with their evaluation results or attributes. 

Moreover, subjective norms can be defined as someone referring matters that are important to 

others, agreeing or disagreeing with performance behavior such as normative beliefs, being 

weighted by the motivation of others to achieve requirements of the referrer (Ajzen & 
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Fishbein, 1980; Montano & Kasprzyk, 2002). 

Based on Ajzen & Madden (1986), the Theory of Planned Behavior becomes a beginning of 

Fishbein and Ajzen's Theory of Reasoned Action, which incorporates the concept of 

behavioral control. Many factors can interfere with the control of desired behavior. These are 

some internal factors related to an individual such as abilities, planning, skills, and 

knowledge. Meanwhile, external factors are opportunities, time, and dependence on others. 

"To ensure an accurate prediction of behavior, in which the individual has only limited 

control, we must evaluate not only faith but also get some estimation of the extent to which 

an individual can exercise control over the conduct in question" (Ajzen & Madden, 1986, 

p.456). However, it is rather difficult to ensure that adequate measures of actual control have 

taken place by simply observing the individual‟s behavior. Hence, Ajzen & Madden (1986, p. 

457) argued that there is a possibility to measure perceived behavioral control. According to 

the Theory of Planned Behavior, greater perceived control over behavior may occur with 

more resources and opportunities being available for individuals, and fewer barriers or 

obstacles being faced as compared to what they have expected. Two rationales surround the 

relationship between perceived behavioral control and behavior. The first one is the intention 

of holding constant, where the likelihood that behavior is carried out to increase perceived 

behavioral control becomes greater. The second one is that perceived behavioral control must 

reflect the actual control in situations with little accuracy (Ajzen & Madden, 1986). 

Theory of Planned Behavior (Figure 1) describes three determinants which affect behavior. 

Attitude refers to the degree to which a person has positive or negative feelings towards the 

behavior of interest. It entails a consideration of the outcomes of performing the behavior. 

Subjective Norm refers to the belief about whether significant others think that he or she will 

perform the behavior. It relates to a person‟s perception of the social environment 

surrounding the behavior. Perceived Behavioral Control (PBC) refers to the individual‟s 

perception of an extent to which performance of the behavior becomes easy or difficult 

(Ajzen, 1991). It increases when individuals perceive that they have more resources and 

confidence (Ajzen, 1985; Hartwick & Barki, 1994; Lee & Kozar, 2005). 

 

Figure 1. Theory of Planned Behaviour 

Source: Ajzen 1991 

Generally, the Theory of Planned Behavior is ideal for researches that apply individual level 
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as a unit of analysis, such as the study of individual behaviors. However, some researchers 

contended that the Theory of Planned Behavior could also be applied in organizational level 

as a unit of analysis (e.g., Dodor & Rana 2009; Koropp, Kellermanns, Grichnik, & Stanley, 

2014; Grandon & Mykytyn 2004; Veronese & Kensler 2013). In a study by Koropp, 

Kellermanns, Grichnik, & Stanley (2014), the Theory of Planned Behavior was applied to 

investigate family firms‟ financial choices. The authors contended that business decisions of 

such firms are usually made by a single decision-maker who is typically the owner of the 

company. Dodor & Rana (2009) applied the Theory of Planned Behavior in a context of 

organizational behavior. Theory of Planned Behavior was applied in this study by replacing 

individuals with the concept of representatives or actor as an action or behaviors of 

organizations Gavetti, Henrich, Daniel, & Ocasio, (2012) also suggested that the behavior of 

managers while making decisions will govern the organization‟s behavior regardless of 

whether the decision is made personally or collectively. This ideology is also supported by a 

study by Cheng (2016), for which managers would act as representative to make decision, 

either as a single person or a group of people that determines whether the organization 

intends to form project partnering. 

Although TPB is based on an assumption that behavioral intention is determined by three 

factors, namely; attitude, subjective norm, and PBC, previous researches have mentioned that 

there are few domain-specific factors which were not included in this model (Armitage & 

Conner, 2001; Donald, Cooper, & Conchie, 2014). In recent times, increasing evidence had 

been noticed in the psychological literature to include additional constructs in TPB (Read, 

Brown, Thorsteinsson, Morgan, & Price, 2013; Yazdanpanah & Forouzani, 2015) in various 

domains to improve the predictive power of the framework. It was also suggested that the 

TPB framework can be deepened and broadened by adding new constructs or altering the 

path of the variables in it (Ajzen, 1991; Perugini & Bagozzi, 2001). Based on supporting 

evidence from the literature, the current study attempts to include two additional constructs 

TPB within the case of green products such as environmental concern and environmental 

knowledge. 

4. Development of Fraud Prevention (FP) Model 

Developing the FP model, as shown in Figure 2, requires an exhaustive review of the 

literature to distinguish constructs. Considering critical components, literature related to 

planned behavior variable, levers of controls and viability extortion avoidance were further 

explored. A review of the literature suggests that FP model would fit together with the Theory 

of Planned Behavior (TPB). 

TPB was created out of the rule of accumulation, to show which sets that a collection of 

particular behaviors over events would have way better predictive validity of attitudes and 

other characteristics than basically analyzing perceived Locus of Control (LOC) on it‟s own. 

TPB looks into addressing personal motivation components inside interesting settings to 

clarify the large execution of a particular behavior (Ajzen, 1991). In the current study, 

intentions behavior is more likely to be seen as the manager‟s deliberation in executing 

adequate FP. 
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Intentions are expected to capture motivational components that impact behavior; they are 

signs of how difficult individuals are willing to take and how much of an exertion are they 

arranging to apply in performing the said conduct. As a common rule, the more grounded and 

deliberate a person to lock in a behavior, the more likely it would be executed (Taylor & Todd, 

1995). Hence, this becomes a role of LOC as mediator. It posits that LOC looks to measure 

management control towards their employee. 

TPB (shown in Figure 1) hypothesized three conceptually independent determinants of 

intention (Ajzen, 1991). The primary free determinant of intention is attitude. Generally, 

attitudes allude an individual towards performing a given behavior. Attitude can be implied as 

a level of degree in which an individual has a positive or ominous assessment or evaluation of 

a particular behavior (Ajzen, 1991). Associated with attitudinal belief, the attitude of an 

individual would influence behavior which will lead to a specific result, weighted by an 

assessment of allure from that result (Taylor & Todd, 1995). In the current study, organization 

culture, employee integrity and organizational commitment are grouped under attitude. 

Organization culture applies more to espoused values where espoused values mean to 

characterize an apparent acceptance of an organization. Organization culture consists of five 

components: (a) the value is a concept or belief (b) with respect to the desired behavior; (c) 

exceeds the value of the situation; (d) the assessment of behavioral guidelines and events; and 

(e) values that were well-arranged by the relative importance. This construct looks more on 

employee kindness. Organization culture focuses on the act of kindness which is meant to 

benefit others. It also means an act of doing good, forgiving, and helping a person in times of 

need without expecting anything in return. Organization culture is something which a person 

does over and above his duties. It fits the definition of attitude; for which attitude is equated 

with the attitudinal belief that performing behavior will lead to a particular outcome, 

weighted by an evaluation of desirability from that outcome. Definition of attitude also fits 

with employee integrity; where refers as individual "coherence" (Selznick, 1992), "personal 

commitment to principles" (Becker, 1998; Maccoby, 1988; Mayer, Davis, & Schoorman, 

1995), "honesty" (Yulk & Van Fleet, 1992), and "private modal codes" (Barnard, 1968). 

Lastly, organizational commitment fits with the definition of attitude because the definition of 

organizational commitment is an attachment of an individual, emotionally, and functionally, 

to his/her place of work (Elizur & Koslowsky, 2001, p.594). Mathieu & Zajac (1990, p.171) 

described the organizational commitment as a bond or linking of an individual to an 

organization, which is related to his or her behavior. It can also be referred to as the degree at 

which a person has favorable or unfavorable evaluation or appraisal of the behavior in 

question. 

The second independent determinant of intention is a social factor, or also known as 

subjective norm. Subjective norm refers to perceived social pressure to perform or not to 

perform one's behavior (Ajzen, 1991). Subjective norm is formed as an individual's 

normative belief concerning a particular referent, weighted by the motivation to comply with 

that referent (Taylor & Todd, 1995). In the current study, employee intrinsic motivation is 

placed under subjective norms. Employee intrinsic motivation can be described as conducting 

an activity for its inherent satisfaction, rather than for some separable consequence (Ryan & 
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Deci, 2000). Generally, an individual with employee intrinsic motivation does an action for 

the fun of it or to be involved with challenging activities. It is not driven by reward, external 

products, or pressures. This fits with the subjective norm's definition, which can be referred 

to as perceived social pressure to perform or not to perform one's behavior (Ajzen, 1991). 

The third independent determinant of intention is the degree of seen behavioral control, 

which is referred to as perceived ease or trouble in performing one's behavior. It is expected 

to reflect past encounter as well as expected impediments and deterrents (Ajzen, 1991). As a 

common rule, the greater the attitude and subjective norm are associated with one's behavior; 

the more noteworthy the perceived behavioral control would be which indicates that an 

individual's intention to perform the conduct beneath thought will be more grounded. 

Perceived behavioral control is individual's control beliefs, weighted by perceived facilitation 

of control factor in either repressing or encouraging the behavior (Taylor & Todd, 1995). 

Control convictions reflect seen trouble (or ease) with which the conduct may be performed 

(Ajzen, 1991). For the current study, organization efficacy and idealism-ethical ideology are 

assembled beneath seen behavioral control since the definition of organization efficacy, and 

idealism-ethical ideology fits beneath the definition of seen behavioral control. Organization 

efficacy is characterized as individuals' beliefs around their capability to prepare cognitive 

assets and courses of activities required to perform a particular assignment effectively inside 

a given setting (Bandura, 1982, 1997), while the definition of idealism refers to an inherent 

interest in the welfare of others and a degree in which intrinsic rightness of behavior 

determines which behavior should be engaged with (Forsyth, 1980). 

 

Figure 2. Proposed FP Model 

 

4.1 Organizational Culture 

Culture can be recognized at different levels, such as countries, religions, dialect bunches and 
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families. Another critical level at which culture can be perceived is at the level of 

organizations. Concurring to Sackmann (1992: 141), the definition of culture in an 

organization involves a set utilization of a central concept, where the central concept utilized 

may incorporate belief systems (Harrison, 1972), a coherent set of beliefs (Sapienza, 1985) or 

essential presumptions (Wilkins & Ouchi, 1983; Schein, 1985), vital understandings (Sathe, 

1983), or the “collective programming of the human mind” (Hofstede, 1980). These concepts 

are utilized from a functionalist or an interpretative point of view, for which culture is 

something that an organization “has” as compared with something an organization “is” 

(Smircich, 1983; Sackmann, 1989). As analysts began to connect different sorts of culture to 

several factors such as execution (e.g. Wilkins & Ouchi, 1983), culture has been identified as 

a component to realize administrative adequacy and control. 

Amid this advancement, a more significant number of definitions of organizational culture 

have surfaced. Wilson (2001) observed four key components that show up in numerous of 

these definitions. First and foremost, organizational culture may be referred to as a shared 

phenomenon (e.g. Wilkins & Ouchi, 1983). In this way, culture could be a learned item of 

group involvement. Where it is found, there is a determinable group with a critical history. 

Secondly, most authors accepted that there are at slightest two levels of culture: a visible and 

a more profound level, and a less visible level. The visible level comprises of behavior 

patterns, the psychical and social environment and the composed and talked dialect utilized 

by the group. The more profound, less visible level of culture relates to the group's values and 

its fundamental assumptions (Schein, 1984). The shared values comprise of the objectives 

and concerns that shape a group's sense of what "ought" to be. The third component of 

organizational culture concerns the way in which new individuals learn the culture. The 

handling of social socialization emerges informally from the existing representatives and 

formally through acceptance preparing programs. Lastly, corporate societies tend to alter 

gradually over time. Kotter and Heskett (1992) clarified that culture evolves as a result of the 

turnover of group individuals, the changes within the company's market environment and 

common changes in society. These four key components build up together to form the 

definition of organizational culture: 

“Organizational culture is defined as the visible and less visible norms, values and 

behavior that is shared by a group of employees which shape the group’s sense of what is 

acceptable and valid. These are generally slow to change, and group members learn them 

through both an informal and formal socialization process” (Wilson, 2001: 356). 

As the definition of organizational culture is still being debated, the current study defined 

organizational culture as an act of kindness which is meant to benefit others. It can also refer 

to an act of doing good, while forgiving and helping a person in times of need without 

expecting anything in return. Organizational culture is something which a person does over 

and above his duties. The organizational cultures are measured using the leniency, service 

motives and consciousness of Allah and his prescribed priorities. 

4.2 Employee Integrity 

Employee integrity can be defined as individual "coherence" (Selznick, 1992), "personal 
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commitment to principles" (Becker, 1998; Maccoby, 1988; Mayer et al., 1995) and "honesty" 

(Yulk & Van Fleet, 1992), or "private modal codes" (Barnard, 1968, p. 263). However, in the 

field of ethics, employee integrity relates to the principle of self-imposed ethics, values, and 

moral autonomy (Solomon, 1993; DeGeorge, 1993; Kolb, 1988). For philosophical reasons, 

several scholars such as McFall, (1987), Williams (1973) and Taylor (1985) have 

considerably advanced their understanding of individual integrity by developing elaborated 

descriptions of the concept.  

Following Calhoun (1995), employee integrity can be explained using three philosophies, 

which are: (1) integrated-self; (2) identity; and (3) clean-hands. From the perspective of 

integrated-self, integrity involves an integration of internal determinants of self's desires, 

evaluation, and commitment to the whole community. Within the scope of identity view, 

integrity means loyalty to projects and principles that represent the core of one's identity. 

Lastly, from the clean-hands view, integrity means maintaining transparency, morality, and 

honesty of one's actions. The first picture is an integrated self-picture where integrated 

self-picture of integrity outlines several conditions that require integrity. An individual will 

not just become a follower of the crowd, but he or she will stand for something and has his or 

her reason to take that stance. A person of integrity is willing to be accountable for the 

consequences following his beliefs (McFall, 1987), despite facing undesirable consequences. 

Therefore, there is an unconditional commitment towards something that determines what we 

think is important, which defines largely to private moral identity (second picture of personal 

integrity). In the third picture, employee integrity, clean-hands picture, integrity is a matter of 

support. Should the occasion arise, an individual will stand on the main principles that 

determine what the individual could have done through the agency and within the limits 

which he/she will not go beyond (here lies embedded and professional integrity). A person 

with integrity will not do unethical things, even if he can gain good results from the unethical 

things (Calhoun, 1995). This view captures the "action" part of the identity of the picture 

portrayed, for which individuals would stand for something that is not just a matter of 

personal identification with a set of values or principles, but also a commitment to overcome 

a defect of values (which means action). 

With regard to the current study, integrity is focused at a personal level since the integrity has 

several of level such as organization integrity. There are several debates regarding the 

measurement of integrity. However, the current study measures employee integrity by 

honesty, coherence, and personal commitment to principles. 

4.3 Organizational Commitment 

Organizational commitment refers to an individual's feelings about the organization as a 

whole. It is the psychological bond that an employee has with an organization, and it is 

related to goal and value congruence, behavioral investments in the organization, and 

likelihood to stay with the organization (Mowday, Steers, & Porter, 1982). Generally, Elizur 

& Koslowsky (2001, p.594) defined organizational commitment as the attachment of an 

individual, emotionally and functionally, to his/her place of work. Organizational 

commitment can also be referred to as the relative strength of an individual's identification 
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with involvement in a particular organization (Mowday, Steers, & Porter, 1979, p.226). 

Moreover, organizational commitment can be described as totally normative pressures to act 

in a way which meets organizational goals and interest (Wiener, 1982, p.493). Next, O'Reilly 

and Chatman (1986, p.493) refers organizational commitment as the psychology attachment 

felt by a person for an organization. It reflects the degree to which an individual internalizes 

or adopts characteristics or perspectives of the organization. Furthermore, organizational 

commitment can also be defined as a psychological state that binds an individual to an 

organization which would reduce labor turnover (Allen & Meyer 1980, p.14). Lastly, Mathieu 

and Zajac (1990, p.171) described organizational commitment as a bond or linking of an 

individual to an organization. 

Allen and Meyer (1990) identified three general themes in attitudinal conceptualizations of 

organizational commitment, which are affective attachment, perceived costs, and obligation. 

The three-dimensional construct is defined as follows: 

“The affective component of organizational commitment refers to the employee's 

emotional attachment to, identification with, and involvement in the organization. The 

continuance component refers to commitment based on the costs that the employee 

associates with leaving the organization. Finally, the normative component refers to the 

employee's feelings of obligation to remain with the origination.” (Allen & Meyer, 1990, 

p.1). 

The three components of commitment are regarded as a psychological trait where employees 

experience at various degrees. Each component of the commitment gain experience in 

various strengths (Stallworth, 2003). This model is probably the most empirically tested 

model by researchers in the body of literature (Marchiori & Henkin, 2004; Stallworth, 2003). 

For the first component, workers with higher affective commitment would stay in the 

organization because they personally wanted to. Secondly, a worker with high continuance 

commitment would stay because they needed to. Lastly, workers with high normative 

commitment would remain because they must remain. All components may depend on 

different backgrounds, for example, personal characteristics, work characteristics, duration of 

work, and others.  

Since a mutual definition organizational commitment is still being debated, the current study 

refers organizational commitment as the attachment of an individual, emotionally, and 

functionally, to his/her place of work. The organizational commitment is measured using the 

attachment to the organization, emotionally to organization and functionality to the 

organization. 

4.4 Employee Intrinsic Motivation 

Employee motivation can be divided into two categories, which are employee intrinsic 

motivation and employee extrinsic motivation. However, the current study only focuses on 

employee intrinsic motivation. Employee intrinsic motivation can be described as conducting 

an activity for its inherent satisfaction, rather than for some separable consequence (Ryan & 

Deci, 2000, pp. 56). Generally, employee intrinsic motivation is doing an action for the fun of 
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it or being involved with challenging activities. In this case, external products or pressures do 

not drive a reward. Referring to White (1959), the phenomenon of employee intrinsic 

motivation was first recognized within experimental studies of animal behavior. White (1959) 

found that many organisms engage in exploratory, playful, and curiosity-driven behaviors 

without elements of reinforcement or reward. This spontaneous behavior, which does not look 

for any reason to play that role, bestows adaptive benefits on the organism. The positive 

experience is subsequently related to exercise and expansion of moral capacity of a person. 

On the other hand, employee intrinsic motivation exists within individual‟s employee in the 

relationships between individuals and activities. People are intrinsically motivated to do some 

activities and not others. However, not everyone has intrinsic motivation to do one specific 

task. Some authors perceive employee intrinsic motivation as interesting tasks while others 

have defined it on the satisfaction that a person gets from intrinsically motivated involvement 

of tasks. The argument surfaced due to the existence of employee intrinsic motivation in the 

relationship between a person and his/her job. These different definitions derive from an 

argument that the concept of employee intrinsic motivation was proposed as a critical 

reaction to two behavioral theories that were dominant in empirical psychology from the 

1940s to the 1960s.  

Generally, motivation has two dimensions, which is intrinsic motivation and extrinsic 

motivation. With regard to the current study, the motivation is employee intrinsic motivation as 

the study looks into internal behavior factor. There are several debates regarding the 

measurement to use to measure the employee intrinsic motivation. In this study, the 

measurements of employee intrinsic motivation are self-esteem, self-satisfaction, and a sense 

of accomplishment. 

4.5 Organizational Efficacy 

The word efficacy has been initially presented by Gist (1987). Self-efficacy may be thought 

of as a superordinate judgment of execution capability which is initiated by the assimilation 

and integration of numerous execution determinants. Bohn (2010) has altered Gist's (1987) 

depiction of organizational efficacy as a superordinate judgment of organizational 

performance capability which is actuated by the assimilation and integration of numerous 

execution determinants including collaboration, vision and mission, and center and versatile 

capacity. Table 1 shows a summary of the evolution of organization efficacy. 
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Table 1. Evolution of Organizational Efficacy Concept 

Bandura (1986)  Perceived collective efficacy will impact what individuals 

select to do as a gather, how much exertion they put into it 

and their remaining control when gather endeavors fail to 

create results. 

Shea & Guzzo (1987)  To perform viably, groups require at slightest a negligible 

belief in their claim efficacy. 

Shamir (1990) Group individuals evaluate their collective efficacy to be 

low, and individuals come to accept that applying exertion 

toward a wanted objective makes little sense since the 

chances of a fruitful group achievement are seen to be low. 

Zaccaro, Blair, Peterson, & 

Zazanis (1995) 

Collective efficacy as “a sense of collective competence 

shared among people when apportioning, planning, and 

joining their assets in an effective concerted reaction to 

particular situational requests. 

Bandura (1997) Perceived collective efficacy is characterized as a group‟s 

shared belief in its conjoint capabilities to compose and 

execute courses of activity required to deliver given levels 

of achievements. 

Gully, Incalcaterra, Joshi, & 

Beaubien (2002); Tasa, 

Taggar, & Seijts (2007) 

The collective efficacy of a gather has been appeared to 

foresee the collective execution of that group. 

Bohn (2010)  

 

Organization efficacy is characterized as a generative 

capacity inside an organization to manage successfully with 

the requests, challenges, stressors, and openings it 

experiences inside the trade environment. It exists as a 

totaled judgment of the member‟s evaluation of their (a) 

collective capacities, (b) mission or reason, and (c) sense of 

strength in an organization. 

 

Organizational efficacy is a term that is still being debated among the academician and alike. 

Specifically, there is a lack of using the organizational efficacy within the study of fraud 

prevention. As such, the current study employs organizational efficacy as one of the research 

variables, measured by the conscious of ability, conscious of emotional and locus of control. 

4.6 Idealism-Ethical Ideology 

Forsyth (1980) argued that moral judgment consisted of two orthogonal dimensions, which 

are idealism and relativism. Individuals with high idealism believe that „„desirable 

consequences can, with the „right‟ action, always can be obtained‟‟ (p. 176). They also feel 

that it was always possible to avoid harming others (Forsyth, 1992). Low scorers believe that 

regardless of the potential consequences to others, morally right actions are for those who 

want to maximize self-interest (Keller, 1997). In laymen‟s term, idealism can be described as 



Business and Economic Research 

ISSN 2162-4860 

2020, Vol. 10, No. 3 

http://ber.macrothink.org 327 

the level of concern of an individual towards the welfare of others. According to Forsyth, Nye, 

& Kelley, (1988), individuals with high idealism are also likely to support the ethics of caring. 

Idealism has also been found to correlate negatively towards social dominance orientation 

(Wilson, 2003) and Machiavellianism (Leary, Knight, & Barnes 1986; McHoskey & Hicks, 

1999). Finally, McHoskey (1996) found positive relationship between right-wing 

authoritarianism and idealism. Specifically, McHoskey (1996) asserted that high idealists are 

less likely to engage in behavior that is contrary to the rules of an organization, such as 

defiance. 

The second dimension of ethical ideology is relativism. Referring to Forsyth (1980), 

relativism can be described as the extent to which someone accepts or rejects universal moral 

rules. When there are some who are more preferred to choose moral in absolutes when 

deciding on which action is the „„right‟‟ one, there are also others who take contextual 

information into account before making any conclusions. It means that people who are 

affected by contextual information are relativists. Relativists feel that the right decision 

depends on the complexity of the situation and also the people involved in it. Relativists also 

tend to be more dependent on circumstances and personal attitudes rather than ethical 

principles when judging the actions of others (Forsyth, 1992). On the other hand, low 

relativists tend to believe that the right thing is always the one that is in harmony with 

universal moral principles, norms, or law, depending on the context. However, McHoskey 

(1996) stressed that relativism is negatively associated with right-wing authoritarianism and 

tendency in adhering to organizations rules (Mudrack, 2005). 

Generally, ethical ideology has two dimensions, which is relativism and idealism. In relation 

to the study, the ethical ideology is idealism because the study is looking at internal behavior 

factor. There are several debates regarding the measurement to use to measure the 

idealism-ethical ideology. In this study, the measurements of idealism-ethical ideology are 

inherent interest and intrinsic rightness of behavior. 

5. Discussion: The Potential Outcome of the Study 

Academic studies on the effectiveness of fraud detection and prevention are very common in 

the literature. Commercial and institutional reports on such issues are also easily retrieved. 

Studies on fraud issue had looked at multiple dimensions of fraud such as the causes, the 

practices and the effectiveness of the mechanisms used in mitigating the fraud. Concerning 

the mechanism, a different study produces different claims on the effectiveness of the 

mechanism adopted. Isa (2011) for example, claimed that “the literature on fraud consistently 

claimed that an effective internal control system (ICS) is the primary means of preventing, 

detecting, and correcting fraud and errors”. In contrast, Efiong, Inyang and Joshua (2016) 

posited that “forensic accounting techniques appeared to be the most effective and are 

currently used in most developed countries of the world”. Many other studies stated that seem 

inconsistent with others in the subject of the effectiveness of fraud prevention mechanisms. 

Deviating from this track, that does not effectively contribute to the decrement of the fraud 

cases. The current study seeks to explore the psychological aspects that trigger the occurrence 

of fraud. In other words, this study attempts to explore the determinants or factors associated 
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with and leads to the ineffectiveness of the fraud prevention framework. By this, the current 

study explores the root instead of the shoot of the cause as embarking at the root is deemed to 

be more beneficial rather than justifying the outcome. Understanding the internal behavioral 

factors that possibly lead to fraud physical or behavioral commitment would help in devising 

and formulating more comprehensive and effective prevention programs. While the existing 

fraud mechanisms concentrate more on post fraud conducts, the intentional determinants 

would help in tackling the pre fraud conduct that is internal to potential fraudster. The blend 

of both pre and post mechanisms complement each other in battling this universal 

organizational issue.  

6. Conclusions 

From the Malaysian context, the current research mainly aimed at driving the country's 

transition to high value-added and high-income economy with adequate preservation of 

financial sustainability. The target of the National Key Result Area (NKRA) to reduce crime, 

while at the same time fight corruption and fraud in Malaysia is a key focus of the 

Government Transformation Program (GTP). Aligned with this aim, issues regarding the 

effectiveness of the fraud prevention framework should be properly addressed. It is expected 

that by knowing the cause of the ineffectiveness of such programs, an appropriate solution 

may be formulated. 
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