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Abstract

This study examines how users thought about and adapted to the e-wallet. We made
conceptual research by adding an attitude to see how well it might predict how users would
adjust to an e-wallet. Self-efficacy (independent construct), risk attitude (mediating construct),
and adaptive behavior are all independent constructs (Dependent variable). This study intends
to show that self-efficacy is an important factor in figuring out risk attitudes toward user
adaptive behavior. There is a strong need for research on the attitudes that motivate users to
start using e-wallets so that financial providers may improve their marketing and product
offers and increase demand for their products.
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1. Introduction

The development of internet banking and electronic wallets (e-wallet) has altered the current
payment environment, which is dominated by cash transactions. Since their introduction,
e-wallets have been a crucial payment method online. This implies that users must adjust to
using it. With a high internet usage rate of more than 80% in Malaysia and a solid electronic
commerce (e-commerce) market worth more than RM17.14 million, more Malaysians are
likely to adopt online payment soon. There are both hazards as well as opportunities involved
with online payment. The digital surveillance economy is a danger to individual, societal, and
political objectives (Clarke, 2019).

Due to the shutdown of brick-and-mortar stores caused by the corona virus in early 2020,
consumers turned to online shopping, which contributed to the growth of Malaysia’s
e-commerce business. Indirectly, the utilisation of any digital payment begins with the
confidence that it is secure and user-friendly. Indeed, there may be drawbacks to using digital
payments, such as a lack of understanding, confidence, or expertise, privacy and security
issues, such as theft, technology, and service interruptions. In addition, technological
advancement would be hindered if security were not well handled (Sahi et al., 2022). Users
are more likely to deny internet banking transactions if they believe the system’s security is
severely bad (Olusolade Aribake Fadare & Aji, 2020). Ali (2017) claimed that security is
important to the user’s decision on digital payment. It is obvious that there is a gap in how
users’ adaptive behaviour skills toward digital payment uptake and countering cyber danger
and risk.

Any technological component consist a risk (Jansen, 2018). About 49.8% of online users are
feeling uncertain or insecure while using the internet (Malaysian Communications and
Multimedia Commission, 2020) with most people are unaware of the digital risk and
potentially are at risk whilst using it (Medeiros et al., 2020). Thus, it led to the increasing
number of using digital payments resulted in fraud risk (Afridi et al., 2021). Despite the
hazards or threats, the number of e-wallet users is encouraging and has garnered public
attention, but still limited acceptance compared to other basic payments (BNM, 2022). This
demonstrates that the user has an adaptive behaviour toward the e-wallet. As if they believe it
is too hazardous, the behaviour reflected is not to use it, and they attempt to avoid it.
According to Alsaad and Al-Okaily (2021) said that the human decision-making is influenced
by the dangers and threats they are aware of. Even though, user aware with the knowledge of
threat and risks, user still can be a cyber victim.

Individual attitudes and perceptions have a significant impact on future behavior. Despite
their poor level of comprehension and pessimistic outlook on e-wallet usage, individuals have
adopted some cautious practices. In addition, if a person is aware of actions that can be taken
and believes that these actions may reduce his risk of disease or its severity, he is more likely
to engage in them. To avoid the spread of the current epidemic and remain safe, greater levels
of knowledge and good attitudes can result in adaptive behaviors relating to the digital
payment. There is a strong need for research on the attitudes that motivate user adaptive
behavior towards e-wallet adoption, so that financial service providers may enhance their
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marketing and product offers and increase product demand. Utilizing the protection motive
theory, this study examined the protective behavior of users.

2. Problem Statement

It cannot be denied that the technology is advanced and that present users can use an e-wallet.
However, if the user displays careless behavior or attitude, it will be problematic. Even
though the user’s adaptive behavior towards e-wallets is based on their knowledge-related
risk, the increasing number of cyber risk security issues is still cause for concern. In Europe,
27% of users choose not to utilize digital payments due to poorly regulated security concerns
(Cisco, 2017). In addition, Gnaneswaran (2020) stressed in its report that cyber users also
believe they will be cyber victims in the future. Besides, based on the figure above, about
13,000 cybercrime reports cost RM539 million in 2019. 17,000 in 2020. Over 20,000 cases
cost RM560 million last year. Until February, RM114 million was lost in 3,273 incidents. It
demonstrates that many of the threats that country faces now and in the future are based on
new technologies, and that these threats are altering the national security landscape.

Everything that is connected to the internet is vulnerable to cyber threats. The cybersecurity
framework’s effectiveness was questioned. The most prominent cyber hazard in Malaysia has
been online fraud as an example of a cyber risk. Cybercrime reports collected by the Royal
Malaysian Police in 2018 and 2019 indicate that telecommunication fraud, e-commerce, the
419 scam (also known as the Nigerian Scam), and e-financial fraud are among the most
prevalent risks. An individual will confront security issues when adapting to digital money
changes. Malaysia recently experienced one of the worst data breaches in history, with the
data of 46,2 million mobile customers hacked and exposed online. If this situation persists in
the future, it will impede sustainable economic growth and thwart Malaysia’s ambition of
being the digitalization hub of Asia by 2030. Interestingly, according to Afridi et al (2021),
studies on the security of digital transactions are still uncommon, particularly during
pandemic season.

Based on the issues above, the need to studies on the adaptive behavior toward the e-wallet.
Most of the researchers study the adaptive behavior have always preferred on the health
context, digital payment, flood, and climate change. Clearly, there is still too little research
done on the e-wallet. The limited studies on the adaptive behavior in the context of youth
attitude is found remain unclear and uncertain (Jassim Ahmad Al-Gasawneh, Ghada
Al-Rawashdeh, Ali Zakariya Al-Quran, Ahmad Mtair Al Hawamleh, Nawras M. Nusairat,
2021). In addition, the risk attitude of the user also will be assessed by identify how the user
state mind towards e-wallet’s potential risk and threat exposure.

Generation Z has been declared as the e-wallet’s most active user. Active users of digital
payment include Generation Z, with ages ranging from 5 to 21, and Generation Y, with ages
ranging from 22 to 38. This is since their attitude plays a crucial part in describing the
adaptable behavior of digital payment adopters. An increasing amount of research
acknowledges the significance of attitude in affecting the adaptive behavior of users. Fatokun
et al. (2019) discovered that the younger generation lacks exposure and awareness of digital
payments, making it possible for them to become victims of cybercrime. Compared to the
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older generation, the younger generation is proficient with texting and social media, but they
are more cautious regarding digital payment matters. This study has therefore focused on the
younger generation’s ability to make judgments and comprehend their adaptive behavior for
e-wallets.

China’s Gen Z youth are more susceptible to online fraud than their elders, even though
China is the quickest nation to fully adopt digital (Chen, 2021). Lack of understanding and
education can expose the cyber risk victim to danger. According to Fatokun et al. (2019),
undergraduate students are less educated of and vulnerable to cyber risk than graduate
students. The elderly is more cautious when using digital payment methods. What
cyber-related issues should users be more aware of? The advancement of this research raises
several concerns, such as what is the relationship between risk attitude and adaptive
behaviour? Is the age of the user strongly correlated with their attitude? Therefore, for a
digital culture to be effective, attitudes, values, and behaviours must adapt to the digital
transformation agenda (Boey, 2020). The Malaysian Economic Blueprint also highlighted the
ability of Generation Z to achieve these goals. Although, Generation Z is expected to become
the largest group of people making e-payments soon, there is still a paucity of research in
Kuala Lumpur about the use of electronic wallets for online shopping by this generation.
Rural areas were found to have fewer users of electronic wallets at the time due to inadequate
connectivity and understanding of e-wallets. This was shown to be the case. This
investigation will fill the gap and expand understanding. This study should help marketers in
Malaysia understand Generation Z e-wallet use. The research goal is to emphasize the role of
user attitudes in e-wallet payment behavior. Thus, to assess adaptive behavior, e-wallet usage
attitudes must be examined.

3. Literature Review
3.1 Adaptive Behavior

In recent years, there has been a growing trend towards adaptive behavior on digital payment.
This is due in part to the increasing availability of digital payment options, as well as the
growing awareness of the benefits of using digital payments. Adaptive behavior on digital
payment refers to the willingness of individuals to adopt and use digital payment methods
(Arora & Aggarwal, 2013). The investigation of the adaptive behavioural is important
because if the outlined assumptions do not hold, there is a risk of creating and strengthening
inequalities in digital payment service. According to Sahi et al. (2022) reported that the low
of user digital payment is due to the risk such security. As understood that all the problems
happened is cause by the human and need to be reserved by human behavior (Wang et al.,
2019). Security is an essential component of any information or payment system. The
alteration or any unintended change, unauthorized access to the information, and rapid
accessibility to approved users’ clients on demand are three crucial components of data
security (Khan & Alshare, 2015).

Low perception and a lack of security, on the other hand, will lead to a lower level of trust in
the adoption of systems and technologies (Chen, 2018). Any security compromise will
undermine trust and adoption of the e-wallet system. The research also showed that
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three-quarters (76%) of Malaysian consumers prioritize payment safety and fraud prevention.

As the trend towards adaptive behavior on digital payment continues, it is likely that we will
see a decline in the use of cash and checks. This will affect companies and customers in several
ways, such as Businesses will have to change how they handle funds to accept digital payments.
People will have to learn how to use digital means of payment. To protect against fraud, there
will need to be more security steps. In general, it’s a good thing that digital payments are
becoming more flexible. It could help make every day easier, safer, and more productive.

3.2 Self-Efficacy

Self-efficacy in individual is developed through the belief that they possess. For the
self-efficacy and risk attitude are two important concepts in psychology that have been studied
extensively (Bandura, 2005). Self-efficacy is a person’s belief in their ability to succeed at a
task, while risk attitude is a person’s willingness to take risks (Rohrmann, 2008). There is a
positive relationship between self-efficacy and risk attitude. People who have high
self-efficacy are more likely to take risks, while people who have low self-efficacy are more
likely to avoid risks. This is because people with high self-efficacy believe that they can
succeed, even if the task is difficult or risky.

Self-efficacy affects risk attitude for several reasons. Self-efficacy affects risk perception.
High self-efficacy people see risks as challenges to overcome, while low self-efficacy people
see them as threats to avoid. Second, self-efficacy impacts risk-taking. When facing danger,
people with strong self-efficacy utilise positive coping mechanisms including
problem-solving and planning. Low self-efficacy increases risk avoidance and denial. Third,
self-efficacy affects risk-learning. Self-efficacy helps people learn from failures and take
chances again. Low self-efficacy leads to giving up after mistakes and avoiding risks. Overall,
the relationship between self-efficacy and risk attitude is a complex one that has been studied
extensively by psychologists. Self-efficacy is a positive factor that can help people to take risks
and to succeed.

3.3 Risk Attitude

Risk Attitude is “an individual’s positive or negative feelings (evaluative effect) about
performing the target behaviour” in an uncertain scenario (Ajzen & Fishbein, 1972). It
includes both risk takers and risk averse individuals. The risk attitude is a decided response to
uncertainty that matters, influenced by perception. According to Africa et al. (2020), the
relationship between attitude and purposeful behaviour has been extensively examined in the
field of information systems research. In addition, the partnership must emphasise online
payment. It is believed that a favourable attitude towards protective measures will have a
favourable effect on the adoption of such measures. In general, for a transition to be
successful, people must be willing to implement it (Mills & Zheng, 2019).

Risk attitudes were the most closely linked to adaptive behavior. The stronger the risk-taking
mindset, the greater the likelihood of adaptation., given that a positive attitude towards a
specific behavior is thought to positively affect that behavior (Ajzen & Fishbein, 1972).
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3.4 E-Wallet

The emergence of e-wallets in this country is extremely exciting. All parties, including the
financial services sector and individuals, are attempting to offer and adapt to this shift. Aside
from online banking, users are interested in and accept electronic wallets (e-wallets) such as
Touch and Go, Grab Pay, and Shoppe Pay. The rise in demand for digital payments has
resulted in greater acceptability among internet users. Furthermore, because the digital
economy is currently expanding well, this will have an impact on Malaysia’s long-term
economic development. The COVIDI19 epidemic has had an impact on the economic
digitalization transition. The advantages of this digital payment could save time and money,
and they can also help to reduce the risk of fraud.

However, the fastest developing of digital economy along with the advantages, there are so
many threats or risk that impacted the user over the significant opportunities. The threat such
cyber-attacks involving the data privacy and missing, online fraud and scam (Sathiyamurthy,
2019). According to SAC Fazlisyam Abdull Majid from PDRM’s commercial crime
department, between Jan and Sept 2020, had been reported that 4,764 Macau scam cases
involving losses of over RM232 million, and 2,433 arrests. Its worrying trend and he believes
that internet created opportunities for scammers, and everyone has potential victims of scams.
Such scam online face mask, immunisation, fake government aid text and etc.

Although in the report issued by Khazanah stated the level of risk involving digital is very
minimal but if taken lightly will cause digitization to lose focus or security will be questioned.
Kuhlicke et al. (2020) stated that the significant challenges relates to digital payment is to
insuring that user are aware of cybersecurity risks and can respond to those risks in a
meaningful way. Simple policy campaigns or warning messages, in- tended to increase their
awareness of the risks involved are not always. This is relying on users making very informed
or rational decisions (Acquisti, Alessandro, & Laura Brandimarte, 2015). Also, users find it
relatively easy to dismiss the threat as irrelevant or unlikely, or they fail to act, simply
because they have neither the time nor the skills to respond (Bulgurcu, Cavusoglu, &
Benbasat, 2010).

3.5 Generation Z

The generation Z acceptance towards digital payment especially e-wallet among the
Malaysian is increasing (Gomes, 2022). Generation Z are known as potential adopters of
digital which they are more on technology savvy and easy with different types of payment
method (Wei et al., 2021). The government has identified the young generation to be the
dominant vehicle to move the Malaysian digital economy. The power of knowledge of them
is expected to be pumped into this digitalization and this will have a good return for the
country. Young generations are afforded opportunities for self-development is either in
venture into business or do a transaction. Despite all the advantages, there are an issue that
could give an impact to the young generation behavior.

The issues that relating to the behaviour among the young generation will always be an
important agenda. Hence, all the various risks and opportunities of digital money are not
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manifest and are not the same for all the group of individuals. Indeed, they do not benefit
equally from the digital money and in general, this generation who are vulnerable oftline tend
to be more vulnerable in online spaces as well. Additionally, stressed that youth generation
easy to become a victim compare to millennials because they had little experience and
knowledge towards the technology (Fatokun et al., 2019). Are the Generation Z really know
and aware in handling the digital risk or just follow the trend in proceed with the e-wallet
application?

The behavioral intention and promotional activities are the drivers of the young generation’s
actual usage of mobile payment. The perceived risk is found to employ a negative impact and
reflecting the risk-averse preferences of the young generation. The findings in this research
have important implications for the development of promotion programs motivating the
young generation’s adoption of mobile payment (Wei et al., 2021). This can be as a
benchmark for the future potential Malaysia digital economy to embark more effective as
well as gain more profit to the country.

Self- Risk Adaptive
efficacy attitude behavior

Figure 1. The research framework

4. Conclusion

As for the conclusion, the study towards self-efficacy and e-wallet risk as basis underlying
theory had been accelerated ever since the covid implication since early 2020. However, the
issues of security on e-wallet remains the strongest draw-back and it could contribute to the
declining number of users if this issue is not been addressed effectively in the future (Sahi et
al., 2022). Therefore, by reviewing the pattern of studies on the behavior adaptation with
related issues will help in understanding the individual perception and belief toward the usage
of digital payment. For future research, researcher could review from different angle of
digital payment such as the usage of debit or credit card or online banking. Most of the paper
researched focused on the quantitative research, thus its suggested to have qualitative
research on PMT and e-wallet study. Other than that, the unit analysis could be change to the
old folks since they is actually possess a money to spend rather than young gen. In addition,
the adoption on other theoretical basis shall also encouraged to have better findings.
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