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Abstract 

Due to the fact that the information managed in the so-called Smart Grids is extremely 

sensitive, security is a key requirement for their wide deployment and adoption. However, the 

use of secure mechanisms entails not only technical costs but also economic costs. This paper 

discusses several protocols commonly used to establish VPN (Virtual Private Networks) and 

assesses the impact of using them on the operational costs of a cellular M2M 
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(Machine-to-Machine) communications platform aiming to reduce power consumption and 

integrate distributed micro-generation at district level. 

Keywords: Cellular Communications, M2M (Machine-to-Machine), OPEX (Operational 

Expenditure), Security, Smart Grid, VPN (Virtual Private Networks). 

 

1. Introduction 

Buildings represent the largest energy consuming sector in the World, accounting for 

over one-third of total final energy consumption and an equally important source of GHG 

(Greenhouse Gas) emissions [1]. In the EU (European Union) in particular, the energy 

consumption in the buildings sector has been steadily increasing during recent years (as Fig. 

1 shows [2]), becoming a major problem for governments and utilities. Recent studies have 

concluded that such a trend is mainly due to [3]: 1) the high penetration of ICT (Information 

and Communication Technologies) devices, such as routers or desktop computers, and their 

associated standby consumptions; 2) the high penetration rate and high consumption of the 

so-called HVAC (Heating, Ventilating and Air Conditioning) equipment; 3) and the demand 

of higher levels of comfort and services. 
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Figure 1. Electricity consumption trends in the EU Industry, Transport, and Buildings sectors until 2012 [2]. 

The high penetration of renewable energy sources and their proper integration into the 

power grid – which represents one the main goals of the 20-20-20 target of the EU climate 

and energy package - also entails a major challenge for governments and utilities in that it 

greatly increases the complexity of managing the power grid, due to the variability and 

randomness that renewable generation introduces. The complexity further increases if such 

renewable energy sources are deployed in a highly distributed manner, either as VPP (Virtual 

Power Plants) [4] or at residential level [5]. However, the so-called DR (Demand Response) 
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programs and events represent a solution to this issue, as they can be used to influence energy 

demand so that it fits the renewable generation patterns [6]. 

M2M (Machine-to-Machine) communications are called to play a key role in such a new 

paradigm of the Smart Grid, since they will allow the massive exchange of information in 

near real time between the consumption and generation infrastructures to be monitored and 

controlled and the information systems where decisions are made. 

Wireless communications stand out among the wide range of communications 

technologies available for M2M communications infrastructures for Smart Grids [7], [8]. As a 

token of that, the SGIP (Smart Grid Interoperability Panel) has launched a specific PAP 

(Priority Action Plan) devoted to this topic (PAP02: Wireless Communications for the Smart 

Grid) [9]. 

The main objective of the EU FP7 project ENERsip is precisely to design and develop a 

platform based on wireless M2M communications to reduce residential consumption and 

integrate distributed micro-generation within the same district [10]. 

Security and privacy represent two key requirements for the deployment and acceptance 

of such platforms [11]-[14]. If privacy is not guaranteed, many users will not embrace many 

of the new services. If security is not guaranteed, many service providers will not implement 

or rely on many of such new services. 

However, increasing security is not for free, but it entails both technical and economic 

costs. The main objective of this paper is to evaluate the cost of using different VPN (Virtual 

Private Network) technologies and propose the most appropriate one, taking as baseline the 

boundary conditions of the ENERsip platform. To be more precise, the paper addresses and 

compares IPSec (Internet Security Protocol) and TLS/SSL (Transport Layer Security/Secure 

Socket Layer). 

The remainder of the paper is organized as follows. Section 2 presents the considered 

M2M communications architecture and characterizes the traffic in different scenarios. Section 

3 analyzes the considered security protocols from a technical standpoint and assesses the 

impact on the operational costs of using them in the considered scenarios. Section 4 discusses 

on the relevance of this kind of studies to such interested parties as DSO (Distribution System 

Operators) or aggregators. Finally, Section 5 summarizes the paper and presents the main 

conclusions of the paper along with future research work. 

 

2. Background 

Fig. 2 shows the M2M communications architecture designed under the scope of the 

ENERsip project, which is described in detail in [15]. 
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Figure 2. Considered M2M communications architecture. 

The consumption infrastructures are named as I-BECIs (In-Building Energy 

Consumption Infrastructures) [16] and the local micro-generation infrastructures are named 

as I-BEGIs (In-Building Energy Generation Infrastructures) [17]. I-BECIs and I-BEGIs can 

be combined or not, giving rise to different profiles of customers, namely: 

 Consumers: customers whose households or buildings are only composed of 

I-BECIs. 

 Producers: customers whose infrastructures comprise only I-BEGIs connected to 

the power grid. 

 Prosumers: customers that own infrastructures which integrate both I-BECIs and 

I-BEGIs. 

Every I-BECI and I-BEGI is equipped with the so-called ADR EP (Automated Demand 

Response End Point). The ADR EPs work as communication gateways, aggregating and 

sending consumption or generation data upwards and routing commands to the appropriate 

actuator downwards. The ADR EPs communicate directly with their associated CNTRs 

(Concentrators). A CNTR manages a group of ADR EPs, forwarding data coming from them 

upwards and routing commands to the appropriate ADR EP(s) downwards. Finally, the M2M 

GW (Gateway) has a global vision of the M2M communications infrastructure. Thus, the 

M2M GW works both as OSS (Operations Support System), performing tasks such as 

network inventory, network configuration, fault management or service provisioning, and as a 

communications gateway to the information system, where the optimization algorithms run. 

Communications between ADR EPs and CNTRs are based on UDP/IP (User Datagram 

Protocol/Internet Protocol) over IEEE 802.11b. IEEE 802.11b is considered as an interesting 

option for this network segment due to its technical features and wide commercial adoption. 

Communications between CNTRs and the M2M GW are based on TCP/IP (Transport Control 

Protocol) over GPRS (General Packet Radio Service). GPRS is assumed for this network 

segment echoing the market trend of keep using this cellular technology for M2M 

applications while using 3G and 4G cellular technologies for multimedia communications. 

Fig. 2 also shows the mapping of the considered M2M communications infrastructure 
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onto the power distribution infrastructure. It can be seen that the ADR EPs are associated 

with the customers, the CNTRs are associated with the TPs (Transformation Points)
1
, and the 

M2M GW is logically associated to the substation that commands the operation of the target 

district, although using GPRS as backhaul technology allows it to be physically located 

wherever else, typically in the data center of the entity operating the platform (e.g., DSO). 

This mapping allows using data from actual power distribution infrastructures to 

characterize the M2M communications infrastructure itself. Thus, [18] models the traffic of 

such M2M communications infrastructure based on data from actual power distribution 

infrastructures provided by EDP (Energias de Portugal) and on data related to the ENERsip 

project implementation. The main objective of [18] is to lay foundation for assessing the 

performance of the considered M2M communications infrastructure on a large scale, based 

on scenarios as close to reality as possible. Therefore, the security analysis carried out in this 

paper takes [18] as baseline and focuses on the core of the considered M2M communication 

architecture (from the ADR EPs to the M2M GW), as shown in continuous green line in Fig. 

2. 

Based on the data from actual power distribution infrastructures, [18] distinguishes 

between Urban and Rural scenarios, since the number of Customers/TP, the maximum 

acceptable distance between Customers and TPs, and the number of TPs/Substation, differ 

considerably between such typical scenarios. It should be noted that considered Rural 

scenarios do not mean isolated houses with farms (in this case there would not be a 

neighborhood, so the system would not make sense), but villages or small cities in rural areas. 

In addition, in order to add value to the results obtained from the model presented in [18] 

and to stretch their validity on time, it also distinguishes between Short-term and Long-term 

scenarios. Thus, while Short-term scenarios are based on current data along with few-years 

forecasts, Long-term scenarios are intended to predict the evolution of such systems over a 

longer period of time (e.g., 10 years). Basically, Long-term scenarios are more challenging 

from the point of view of communications as the aggregated traffic carried out by the 

platform is considerably higher. Next, such an increase in traffic is explained by briefly 

analyzing the main parameters that range from Short-term to Long-term scenarios: 

 Period which ADR EPs sent data with (T) and data payload (S), which in turn influences the 

data rate. First, T will be lower in the long-term, which is closer to the exchange of 

information in near real time. Second, S will be also higher in the long-term, since a higher 

number of devices with communication capabilities are assumed both at I-BECI and 

I-BEGIs, and ADR EPs aggregate the data sent by such devices. Furthermore, S is not the 

same for the I-BECI (SC) and for the I-BEGI (SG), since the SAN (Sensors and Actuators 

Networks) that make these facilities up are composed of different devices. 

 Penetration of micro-generation. In principle, this parameter will be always higher in rural 

environments than in urban ones, due to the type of dwellings (e.g. houses where 

                                                        
1 Also known as Transformation Centers or secondary substations. They are responsible for transforming medium voltage 

levels to the low voltage levels typically required by commercial and residential customers. 
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photovoltaic panels can be installed at the roofs are more common in rural areas; whereas 

blocks of flats are more common in urban environments). This parameter will be also 

higher in the long run, as the penetration of distributed micro-generation is expected to 

increase over the coming years. At this point, it should be stressed that in this paper 

independent communications gateways for the I-BECI (ADR EP-C) and for the I- BEGI 

(ADR EP-G) are assumed. Thus, the number of ADR EP-C (AC) is equal to the number of 

Customers/TP; whereas the number of ADR EP-G (AG) is computed by multiplying AC by 

the estimation of the micro-generation penetration (assumed always < 1). 

Table 1 summarizes the values of the aforementioned parameters that characterize the 

four scenarios resulting from combining Rural/Urban with Short-term/Long-Term scenarios, 

where C refers to the number of TPs/Substation and D refers to the maximum acceptable 

distance between Customers and TPs. 

Table 1. Summary of relevant parameters in each scenario. 

Scenarios Short-term (ST) Long-term (LT) 

 

Urban (U) 

AC/AG = 360/36 

SC/SG = 540B/1030B 

T/D/C = 15’/500m/150 

AC/AG = 360/144 

SC/SG = 895B/1700B 

T/D/C = 5’/500m/150 

 

Rural (R) 

AC/AG = 100/ 40 

SC/SG = 540B/ 1030B 

T/D/C = 15’/700m/220 

AC/AG = 100/80 

SC/SG = 895B/1700 B 

T/D/C = 5’/700m/220 

 

3. Security analysis 

3.1. Considered scenarios 

The specific objective of this paper is to evaluate the cost of using different security 

protocols that support VPN (Virtual Private Networks). Thus, the aim is to establish secure 

communication tunnels between pairs of entities of the considered M2M communications 

architecture. Therefore, such secure communications tunnels can be established either from 

the ADR EPs directly to the M2M GW or from the CNTRs to the M2M GW, as Fig. 3 (a) and 

(b) shows. 

If the secure communications tunnels were established from the ADR EPs straight to the 

M2M GW, the CNTRs would not be able to aggregate data, which would affect negatively 

the scalability and operational costs of the platform. Thus, this case is actually divided into 

establishing secure tunnels from the ADR EPs to the CNTR and from the CNTRs to the M2M 

GW, which implies the highest numbers of tunnels and so the most complex scenario to 

manage, as Fig. 3 (c) also shows. 

Regarding the secure communications tunnels from the ADR EPs to the CNTRs, it might 

be interesting to evaluate the impact of the overhead introduced by the security protocol on 

the performance of the wireless link. This overhead will not increase the operational costs 
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though, since in principle it is assumed that the operator of the platform will be responsible 

for this network segment. Hence, the operator itself will be also responsible for configuring 

the basic security mechanisms within this network segment (e.g., WPA2 – Wi-Fi Protected 

Access 2). 

Regarding the secure communications tunnels from the CNTRs to the M2M GW, the 

overhead introduced by the security protocol does have an impact on the operational costs, 

since the backhaul connectivity is assumed to be a service offered by a third party (e.g., a 

telecom operator). Therefore, in this case the operators of this kind of platforms must use 

such security mechanisms at higher layers, since the basic security mechanisms are out of 

their scope and they cannot rely solely on the security provided by such third parties. 
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System
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.
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Figure 3. (a) NxM direct secure tunnels from the ADR EPs to the M2M GW; (b) M secure tunnels from the 

CNTRs to the M2M GW; (c) NxM secure tunnels from the ADR EPs to the CNTRs + M secure tunnels from the 

CNTRs to the M2M GW 
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As a result, this paper is focused on the case of establishing VPNs from the CNTRs to the 

M2M GW, where two additional scenarios are considered: 

 FF (Fast Forwarding): the CNTRs forward the packets coming from the ADR EPs to the 

M2M GW on a per-packet basis, using a TCP session for this purpose. 

 Aggr (Aggregation): the CNTRs store all the packets received from the ADR EPs 

throughout a given sending period and send them all together using a FTP (File Transfer 

Protocol) session. 

 

3.2. Considered protocols 

There are numerous mechanisms to provide security at the different layers of the protocol 

stack [19], [20]. At link layer, VPN can be implemented using L2TP (Layer 2 Tunneling 

Protocol), for example. IPsec is the most popular choice to do so at the network layer. As a 

matter of fact, L2TP is usually combined in practice with IPsec. TLS/SSL is the most widely 

used solution at the transport layer. And SSH (Secure SHell) is commonly used at application 

layer for secure remote access. 

This paper focuses on IPsec and TLS/SSL. The main features and security services 

provided by both of them are briefly summarized throughout this subsection. 

3.2.1. IPsec 

IPsec is an extension to IP to provide security at the network layer. IPsec can operate in 

transport mode and in tunnel mode. In transport mode, only the payload of the IP packet is 

encrypted, leaving the head intact. Therefore, the transport mode does not affect in any way 

to the routing. In tunnel mode, however, the entire IP packet is encrypted. In this mode, so 

that the routing is possible, the encrypted packet must be encapsulated in IP again, adding an 

additional IP header. The tunnel mode is normally used to establish VPN, so it is the one 

considered in this paper. 

IPsec defines two types of headers that provide different security services. First, AH 

(Authentication Header) provides integrity and authentication. This header is calculated on 

the values of the original datagram using a HMAC (Hash Message Authentication Code), i.e., 

using a special hash algorithm with a secret key known only by the origin and the destination. 

Second, ESP (Encapsuling Security Payload) provides authentication, integrity and 

confidentiality. 

The protocol used in IPsec to exchange encryption keys is IKE (Internet Key Exchange). 

The IKE messages are transmitted over UDP port 500 and are based on ISAKMP (Internet 

Security Association and Key Management Protocol). 

When an IPsec connection is established, there are two stages of negotiation. In the first 

stage, the SA (Security Association) IKE is negotiated. At this time there is still no data 

encrypted or authenticated. However, the two edges of the tunnel must authenticate each 

other, using Diffie-Hellman as key exchange method. During the second stage, which is 
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already protected by the SA negotiated in the previous phase, the parameters of the VPN 

tunnel are negotiated, including symmetric keys, security policy, as well as other relevant 

parameters of the connection. From this point on, data can be exchanged securely. 

Due to the fact that the keys have an expiration time, the key refresh procedure should be 

executed periodically. To do so, the second phase needs to be repeated. Therefore, both 

phases are performed only during connection establishment. 

3.2.2. SSL/TLS 

Applying a security mechanism at the network layer can entail that certain routers need 

to be updated to make the solution work. To avoid such problems, a transport layer solution 

can be used. The most widely used solution at this layer is TLS and its predecessor SSL. 

TLS uses asymmetric key algorithms (typically, RSA) to protect key exchange, 

symmetric key algorithms to provide confidentiality, and MAC to provide integrity. 

A TLS/SSL connection begins with the negotiation of the security association, to be used 

before and during the data exchange. Messages that are exchanged in both the negotiation 

phase and the data exchange phase are shown in Fig. 4 [21]. 

 

Figure 4. Sequence of messages exchanged in TLS/SSL [21] 

3.3. Technical comparison 

After a brief description of the two protocols considered in this paper, this subsection 

compares them in terms of the authentication mechanisms they use, the encryption order they 

use, and the overhead they introduce [22]. Finally, a comparative summary of IPsec and 

TLS/SSL is included. 

3.3.1. Authentication methods 

IPsec supports only one authentication method; whereas TLS/SSL supports several ones. 

Table 2 summarizes the authentication methods supported by each protocol. 

After the connection is established, MAC is used to authenticate the exchanged messages. 

IPsec and TLS/SSL implement HMAC-SHA-1 and HMAC-MD5. HMAC is a hash function 
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that requires a secret key to generate the message digest. The mechanisms used in IPsec and 

TLS/SSL to exchange that key are different, as explained in section 3.2. Robustness depends 

on the hash output length. Table 3 shows the length of the output message depending on the 

protocol and the algorithm. 

 

Table 2. Authentication methods used in IPsec and TLS/SSL [22]. 

Protocol Authentication method Algorithm 

 

IPsec 

 

Mutual Authentication 

PSK 

Digital signature RSA/DSA 

Public Key RSA 

KINK 

 

TLS/SSL 

Server Authentication RSA (Challenge/Response) 

Digital signature DSA 

Client Authentication Digital signature RSA/DSA 

Anonymous None 

Table 3. Length of the MAC output depending on the protocol and the used algorithm [22]. 

Protocol MAC algorithm Length (Bytes) 

IPsec HMAC-SHA-1-96 12 

HMAC-MD5-96 12 

TLS/SSL HMAC-SHA-1 20 

HMAC-MD5-96 16 

 

3.3.2. Encryption order 

In IPsec, data is encrypted first and then the MAC is computed on the encrypted data. 

This approach presents the advantage that if any change occurs during the exchange of a 

message, IPsec can detect it by checking the MAC, without decrypting the data. 

TLS/SSL, however, applies MAC on the data and then encrypts the result. Therefore, if 

any change in mid-transaction occurs, TLS/SSL detects it by verifying the MAC after 

decrypting the data, which means a waste of time and resources. 

3.3.3. Overhead 

The overhead introduced by these security protocols is one of the most relevant 

parameters for this study, because it can increase the amount of data flowing through the 

GPRS network and consequently the operational costs of the platform. 

In this regard, one of the disadvantages of IPsec compared to TLS/SSL is that it 

introduces a higher overhead. Table 4 summarizes the overhead introduced by each protocol. 

It should be noted that IPsec in tunnel mode requires an additional 20 bytes as it adds a new 

IP header to the original packet. 
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Table 4. Overheads introduced by IPsec and TLS/SSL [22]. 

Protocol Mode Length (Bytes) 

IPsec tunnel mode ESP 32 

ESP and AH 44 

IPsec transport mode ESP 36 

ESP y AH 48 

TLS/SSL HMAC-MD5 21 

HMAC-SHA-1 25 

3.3.4. Summary 

Table 5 presents a comparative summary between IPsec and SSL. It can be seen that both 

mechanisms support the basic security services required by applications such as the purpose 

of this study (i.e., authentication, integrity and confidentiality). Some of the main 

disadvantages of IPsec are the complexity of configuration and the incompatibility with NAT 

(Network Address Resolution); whereas one of the main potential drawbacks of TLS/SSL is 

the complexity of using PKI (Public Key Infrastructure). Regarding the fact that TLS/SSL 

only provides support to certain applications of TCP, it does not represent an issue for this 

work because FTP is one of the supported protocols.  

One of the main advantages of IPsec is that it is designed to be used during long sessions 

as it is our case; whereas TLS/SSL is designed to be used in short interactive sessions. 

However, the TLS/SSL session resumption method allows the client to include a session ID 

in the ClientHello message (cf. Fig. 4), so that the server can directly get such session ID 

from the ClientHello message and the connection is restored in just 1 RTT (Round Trip Time) 

instead of in 2 RTT, as in the regular TLS/SSL mechanism. 

Table 5. Summary of IPSec and TLS/SSL technical comparison. 

Feature IPsec TLS/SSL 

Authentication Yes Yes 

Integrity Yes Yes (More robust, since the HMAC is 

longer) 

Confidentiality Yes (if ESP) Yes 

Configuration Complex Straightforward 

Interoperability problems Yes 

(NAT) 

No 

TCP apps support All Some 

UDP support Yes Only DTLS 

PKI No Yes 

Compression Yes Only OpenSSL 

Client-specific software Yes No 

Multi-environment support Some times Yes 

Apps filter No Yes (VPN support to specific apps) 
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As result, it is concluded that, from a technical point of view, there is no compelling 

reason to rule one of these protocols out. 

3.4. Economic comparison 

This section analyses the impact of using the considered security protocols on the 

operational costs of the considered M2M-based platform. 

To do this, first we need to decide the MSS (Maximum Segment Size) of TCP, which will 

influence the number of packets sent and the ratio of data vs control headers. There are 

numerous studies available in the literature on the use of TCP over GPRS. Initially, the trend 

was along the line of using low MSS (512 B [23] and 431 B [24]). Although low MSS may 

be suitable for interactive applications, [25] proved that the use of high MSS (1400-1600 B) 

maximizes the goodput (i.e., throughput at application layer) in applications of massive data 

exchange, as it is our case. 

Taking this range of TCP MSS as reference, we compute the MSS used in this section by 

subtracting from the 1482 B pointed out in [26] as optimum MTU (Maximum Transmission 

Unit) of the SNDCP (Sub Network Dependent Convergence Protocol) layer of GPRS, the 

size of the headers up to the transport layer. Regarding the overhead introduced by the 

security protocols (cf. Table 4), the worst case is always assumed (i.e., 44 B + 20 B of the 

additional IP header, for IPsec in tunnel mode, and 25 B for TLS/SSL). Fig. 5 shows the 

protocol stack that the CNTR and the M2M GW implements in each case, specifying the 

length of the headers. 

GSM RF

RLC/MAC (7/8)

SNDCP (3)

IP (20)

TCP (20)

TLS/SSL (25)

Data payload

GSM RF

RLC/MAC (7/8)

SNDCP (3)

IP (20)

TCP (20)
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FTP (6)

Data payload

GSM RF

RLC/MAC (7/8)

SNDCP (3)

IP (20)

TCP (20)

FTP (6)

Data payload

IPSec (44)

IP (20)

GSM RF

RLC/MAC (7/8)

SNDCP (3)

IP (20)

TCP (20)

Data payload

IPSec (44)

IP (20)

(a) (b)

(c) (d)  

Figure 5. Protocol stack at CNTR and M2M GW for: (a) IPSec &Aggr. (b) TLS/SSL & Aggr. (c) IPSec & FF. (d) 

TLS/SSL & FF 
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In order to translate the volume of traffic carried by the GPRS network onto cost, two 

M2M commercial tariffs are considered. One of them allows sending 100 MB for 10 € per 

month. The other one allows sending 20 MB for 3 € per month. In order to cover the total 

volume of traffic handled by the GPRS network in a month in each scenario, a certain 

number of each of these tariffs is combined. 

Next, we evaluate the impact of using IPSec or TLS/SSL on the operational cost 

following these steps: 1) the volume of bytes carried by the GPRS network is computed per a 

single CNTR and per month for each scenario; 2) the obtained bytes are translated onto cost 

using the aforementioned M2M commercial tariffs; 3) the cost per neighborhood and per year 

is computed by multiplying the cost per CNTR and per month by C (cf. Table 1) and by 12. 

Table 6 details the results of this analysis for each of the considered scenarios. VNS 

represents the volume of traffic (in MB) carried by the GPRS network in one month without 

using any security protocol. VS represents the volume of traffic (in MB) carried by the GPRS 

network in one month using the corresponding security protocol. RNS represents the ratio 

between the application-layer data and VNS (in %). RS represents the ratio between the 

application-layer data and VS (in %). OS is computed as the difference between VS and VNS, so 

it represents the overhead introduced by the security protocol (in %). CNS represents the 

monthly cost of carrying VNS (in €). CS represents the monthly cost of carrying VS (in €). 

Finally, DC is computed as the difference between CS and CNS, so it represents the cost of 

using the corresponding security solution in a given scenario. 

Table 7 shows the difference between the annual cost of using Fast Forwarding and the 

annual cost of using Aggregation (CS|FF – CS|Aggr) in each scenario for a single CNTR. Table 

7 also shows this difference in each scenario for the whole neighborhood
2
. 

In order to facilitate the understanding of the impact of using Fast Forwarding or 

Aggregation on the operational costs of the platform, Fig. 6 graphically shows the difference 

between the annual cost of using Fast Forwarding and the annual cost of using Aggregation 

in each scenario for a whole district. It can be seen that the difference of cost – although 

almost negligible for a single CNTR - starts being appreciable at neighborhood level, notably 

in urban and long-term scenarios. In addition, it can be also checked that the difference is 

always higher when using IPSec, since it introduces higher overhead. In conclusion, Fig. 6 

illustrates the savings that can be achieved by using Aggregation. Nevertheless, it is 

worthwhile to remark upon the fact that the results obtained in this analysis represent a lower 

bound of the savings that Aggregation could bring, since we just aggregate data during one 

sending period (T). 

                                                        
2 It should be noted that neighborhood is used to refer to the whole power infrastructure managed by a given Substations, 

where the consumption-generation optimization algorithms are applied. 
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Table 6. Summary of the results of the analysis of the impact on the operational costs of using IPsec or 

TLS/SSL. 

 Short-term (SL) Long-term (LT) 

IPSec SSL/TLS IPSec SSL/TLS 

Urban (U) Aggr VNS =656,25 

VS =686,74 

RNS =96.88 % 

RS =92.58 % 

Os = 4.3 % 

CNS = 69 

CS = 70 

DC   = 1 

VNS = 656,25 

VS = 667,96  

RNS =96.88 %  

RS =95.18 % 

Os =1.7% 

CNS = 69 

CS = 70 

DC   = 1 

VNS =4821,65 

VS =5047,17 

RNS =96.895 % 

RS =92.56 % 

Os =4.335 % 

CNS = 486 

CS =509 

DC   = 23 

VNS = 4821,65 

VS =4907,11 

RNS = 96.895 % 

RS = 95.207% 

Os = 1.688 % 

CNS = 486 

CS =493 

DC   = 7 

FF VNS =679,28 

VS =748,89 

RNS =93.6 % 

RS =84.89 % 

Os =8.71 % 

CNS = 70 

CS =79 

DC   = 9 

VNS =679,28 

VS =706,48 

RNS =93.6 % 

RS =90 % 

Os =3.6% 

CNS = 70 

CS =73 

DC   = 3 

VNS =4885,51 

VS =5227,23 

RNS =95.628 % 

RS =89.38 % 

Os =6.248 % 

CNS = 490 

CS =526 

DC   = 36 

VNS =4885,51 

VS =5018,99 

RNS = 95.628 % 

RS =93.085 % 

Os =2.543 % 

CNS = 490 

CS =500 

DC   = 10 

Rural (R) Aggr VNS =269,94 

VS =282,62 

RNS =96,86% 

RS =92.5 % 

Os =4.36 % 

CNS = 30 

CS = 30 

DC   = 0 

VNS =269,94 

VS =274,74 

RNS =96,86% 

RS =95,17 % 

Os =1.69 % 

CNS = 30 

CS = 30 

DC   = 0 

VNS =1917,95 

VS =2007,61 

RNS =96.877 % 

RS =92.55 % 

Os =4.327 % 

CNS = 193 

CS = 203 

DC   = 10 

VNS =1917,95 

VS =1951,67 

RNS =96.877 % 

RS =95.2 % 

Os =1.67 % 

CNS = 193 

CS = 199 

DC   = 6 

FF VNS =276,86 

VS =301,46 

RNS =94.4 % 

RS =86.7 % 

Os =7.7 % 

CNS = 30 

CS = 33 

DC   = 3 

VNS =276,86 

VS =286,47 

RNS =94.4 % 

RS =91.27 % 

Os =3.6 % 

CNS = 30 

CS = 30 

DC   = 0 

VNS =1943,76 

VS =2080,87 

RNS =95.59 % 

RS =89.29% 

Os =6.3 % 

CNS = 199 

CS = 210 

DC   = 11 

VNS =1943,76 

VS =2021,04 

RNS =95.59 % 

RS =91.9 % 

Os =3.69 % 

CNS = 199 

CS = 206 

DC   = 7 
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Table 7. Difference in terms of cost (in €) per CNTR (/CNTR) and per district (/District) during one year 

between using Fast Forwarding and using Aggregation in each scenario. 

 ST LT 

IPSec TLS/SSL IPSec TLS/SSL 

U /CNTR 108 36 204 84 

/District 16200 5400 30600 12600 

R /CNTR 36 0 84 84 

/District 7920 0 18480 18480 

 

Figure 6. Annual savings per district when using Aggregation with respect to using Fast Forwarding, for each 

security protocol in each scenario 

Table 8 shows the difference between the annual cost of using IPsec and the annual cost 

of using TLS/SSL (CS|IPSec – CS|TLS/SSL) in each scenario for both a single CNTR and the 

whole neighborhood. 

Again, to help understanding the impact of using IPsec or TLS/SSL on the operational 

costs, Fig. 7 graphically shows this difference in each scenario for a whole neighborhood. It 

can be checked that the difference of costs between using IPsec or TLS/SSL is always higher 

when using Fast Forwarding, since data sending is very inefficient in this situation, so the 

difference between the overhead introduced by IPsec and by TLS/SSL is even higher. It can 

be also checked that, in the case of using Aggregation, the potential savings of using 

TLS/SSL instead of IPsec are especially relevant in long-term scenarios. 
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Table 8. Difference in terms of cost (in €) per CNTR and per district during one year between using IPsec and 

TLS/SSL in each scenario 

 ST LT 

Aggr FF Aggr FF 

U /CNTR 0 72 192 312 

/District 0 10800 28800 46800 

R /CNTR 0 36 48 48 

/District 0 7920 10560 10560 

 

Figure 7. Annual savings per district when using TLS/SSL with respect to using IPSec, at CNTRs in each scenario 

depending on whether Fast Forwarding or Aggregation is used 

Therefore, taking both the economic and technical analysis into account, it can be 

concluded that using Aggregation and TLS/SSL as VPN technology is the best combination 

in order to minimize the impact on the operational costs of the platform. 

In addition, in this section we have seen that the difference in cost is almost negligible 

per one single CNTR and one month and starts being remarkable per the whole neighborhood 

and one year. However, as Table 9 shows, if we consider such a large DSO as, e.g., the 

Spanish DSO Iberdrola, which manages around 90000 TPs (i.e., around 90000 CNTRs) only 

in Spain, the difference in cost between using or not using security protocol and between 

using IPsec or TLS/SSL may account up to millions of € at the end of the year. 
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Table 9. Difference in terms of cost (in €) between using or not using security protocol for a DSO which 

manages around 90000 CNTRs during one year 

 Short-term (SL) Long-term (LT) 

IPSec SSL/TLS IPSec SSL/TLS 

Urban (U) Aggr DC ~ € 2 M DC ~ € 2 M DC ~ € 25 M DC ~ € 7 M 

FF DC ~ € 10 M DC ~ € 3 M DC ~ € 39 M DC ~ € 11 M 

Rural (R) Aggr DC = € 0 DC = € 0 DC ~ € 11 M DC  ~ € 6 M 

FF DC ~ € 3 M DC = € 0 DC ~ € 12 M DC ~ € 7 M 

Nevertheless, it should be noticed that the overhead – and so the costs - can be reduced 

by implementing compression mechanisms (in the case of TLS/SSL, only OpenSSL supports 

it) and that the volume of data sent through the GPRS network – and so the costs – can be 

also reduced if only the data that change compared to the previous period are sent, which can 

be implemented by using specific application protocols such as JSON (JavaScript Object 

Notation). 

 

4. Discussion 

To the best of the authors’ knowledge, this paper represents a novel piece of research 

itself, in that there are no similar studies available in the state of the art, despite the fact that 

the paper proves that carefully selecting the security protocol does have an impact on the 

operational costs of this kind of platforms, especially in the case of medium to large DSO in 

the long run, where this decision may account for up to millions of € at the end of the year. 

Although the computed values represent kind of upper bound to the costs, since the worst 

case situation is assumed, they can be so high as to encourage not only choosing the security 

protocol carefully but also applying compression mechanisms or using more sophisticated 

application protocols that, whenever data do not change, only transmit such a flag instead of 

the same data again. 

The security analysis carried out in this paper relies on a model which is customized for 

the Portuguese power distribution infrastructures and the EU FP7 project ENERsip and on 

two specific M2M commercial tariffs. However, power distribution networks are quite 

similar throughout Europe. Therefore, the typical values of Customers/TP, TPs/Substations 

(C), and maximum acceptable distance between Customers and TPs (D) of the Portuguese 

power distribution networks are representative for the rest of Europe; although it is not the 

case for North America. 

First, European transformers are larger and there are more Customers/TP and 

TP/Substations. Hence, AC and C would be lower in North America than the values 

considered in this paper. Therefore, since the number of nodes would be lower, the volume of 

traffic carried by the GPRS network would be also lower and the impact on the operational 

costs of using one security protocol or another would be also lower. 
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Second, North American secondary power distribution networks are single-phase and are 

standardized on 120/240V; whereas European secondary power distribution networks are 

three-phase and are standardized on 220, 230, or 240 V, which represent twice the North 

American standard. Taking into account that with twice the voltage a circuit feeding the same 

load can reach four times the distance and that three-phase secondary can reach over twice 

the length of a single-phase secondary, a European secondary can reach up to 8 times the 

length of a North American secondary for a given load and voltage drop [27]. Therefore, D 

could be up to 8 times lower in North America than the value considered in this paper. 

However, this does not affect the security analysis carried out in this paper. The only effect 

would go along the line that the North American power distribution network would be more 

favorable for using IEEE 802.11 as last mile/AN (Access Network) technology than the 

European power distribution network. 

Regarding micro-generation and self-consumption, the situation in term of total installed 

capacity is not the same in all the countries of the EU. Regarding residential PV in particular 

[28], the top 5 European markets in term of overall installed capacity are Italy, Germany, 

Belgium, UK, and Denmark. However, the model behind the security analysis carried out in 

this paper considers the penetration rate of these technologies as a percentage of the overall 

number of households/buildings with the aim that the estimated values are as representative 

as possible. Nevertheless, countries like Belgium, Denmark or the Netherlands still stand out 

when talking about penetration rates of residential PV. In the US, the differences are also 

remarkable, standing out states like California. Therefore, in these countries or regions the 

number of generation nodes would be higher, so the volume of traffic carried out by the 

GPRS network, and so the cost, would increase. 

Finally, the long-term scenarios are tackled considered current M2M commercial tariffs, 

while it would be reasonable that the M2M tariffs would go down in the long run. Due to this 

fact, the costs could be lower than the values computed in this paper. However, the number of 

nodes and the volume of traffic could also exceed the assumptions of this paper. Therefore, 

the aforementioned conclusions are still valuable and have to be taken into account by any 

entity interested on running this kind of platforms. 

 

5. Conclusions and future work 

This paper analyses and compares IPsec and TLS/SSL and assesses the impact - both 

from technical and economic points of view - of using them as solutions to establish VPNs in 

a cellular M2M platform aimed at reducing power consumption and integrating distributed 

micro-generation at residential neighbourhood level. 

The overall conclusion of this paper is that carefully selecting the security protocol does 

have an impact on the operational costs of this kind of platforms, which can be specially 

relevant in the case of medium to large DSO, where this decision may account for up to 

millions of € at the end of the year. 

In particular, this paper shows that, while both IPsec and TLS/SSL meet the basic 
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technical requirements of such applications, using TLS/SSL as VPN technology and data 

aggregation at CNTR level minimizes the impact on the operational costs of the platform, 

especially in long-term scenarios. 

Nevertheless, it should be noticed that the costs considered throughout this paper can be 

reduced by implementing compression mechanisms or more sophisticated application 

protocols that whenever data do not change, they only transmit such a flag instead of the 

same data again. 
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